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Resumo

Sistemas de monitoramento termografico tém obtido resultados satisfatérios ao identificar pontos
com temperaturas andmalas, antecipando a ocorréncia de falhas. No desenvolvimento de uma
metodologia para andlise automatica de imagens térmicas, faz-se necessario um sistema
automatizado de aquisi¢do e transmissao de dados. O presente artigo apresenta um comparativo
entre os métodos de aquisicdo de imagens de uma camera FLIR® A700: Atlas SDK, interface web
e Rest API, entre os quais destaca-se este ultimo devido a sua facilidade de implementagdo e
simplicidade. Além disso, o artigo apresenta o software desenvolvido para captura automatizada de
imagens térmicas e o sistema de comunicacdo elaborado para transmitir essas imagens.
Palavras-chave: Aquisi¢do de imagens térmicas. Transmissdo de dados. Subesta¢do de energia
elétrica.

Abstract

Thermographic monitoring systems are achieving satisfactory results in identifying points with
anomalous temperature, preventing faults to occur. In the development of a methodology for
automatic analysis of thermal images, an automated system for data acquisition and transmission is
necessary. This article aims to compare the different ways to acquire images from a thermal camera
FLIR® A700: Atlas SDK, web interface and Rest API, among which the latter stands out because
of its simplicity and easy implementation. The article also describes the developed software for
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automated capture of thermal images and the communication system developed to transmit these
images.
Keywords: Thermal image acquisition. Data transmission. Electrical substation.

1. Introduction

Electrical substations are facilities responsible for distributing electrical energy. For this
purpose, several equipment such as transformers and protection devices are needed. These
equipments can suffer damage over time, causing failures. To meet the demands of continuity in
energy supply and to comply with the quality and availability indexes imposed by the National
Electric Energy Agency (ANEEL), it is convenient for electrical systems operators to reduce the
failures that can cause service interruption in an electrical substation (Pinto et al, 2008; Souza, 2008;
Tarrago, 2019).

Thermographic monitoring systems have been achieving satisfactory results in identifying
points with anomalous temperature, preventing faults to occur. As there are more electrical
substations than qualified manpower to perform thermal inspections, several alternatives are being
developed for automated thermal image acquisition (Guo et al, 2010), such as the project PD 2866-
0528/2020 — Development of a methodology for automatic analysis of thermal images, carried out
by the Federal Technological University of Parand (UTFPR), financed with resources from the P&D
executed by COPEL-DIS (Companhia Paranaense de Energia - Distribuicdo) and regulated by
ANEEL.

In this project, in order for the monitoring and analysis processes to be performed in an
automated way, it was necessary to develop an image acquisition system and a data transmission
system.

The developed acquisition system is composed of a FLIR® A700 thermal camera, an AGV
(Automated-Guided Vehicle) and a Pan-Tilt (electromechanical device capable of perform the
angular positioning of cameras). The AGV and the Pan-Tilt were developed in partnership with
local manufacturers. Both are responsible for positioning the thermal camera, which must capture
images of each device of the electrical substation. Then, the thermal data captured must be
transmitted to a remote server, where it will be analyzed by thermal segmentation algorithms.

Therefore, this article aims to describe the data acquisition and transmission system of a
FLIR® A700 thermal camera from an electrical substation to a remote server.

2. Methodology

Exploratory research was conducted to develop the communication system architecture.
Moreover, means of data extraction and control of the FLIR® A700 thermal camera were explored.

The enterprise Teledyne FLIR® provides technical documentation about the SDKs (Software
Development Kits) and APIs (Application Programming Interfaces). Both of them are used to
control FLIR® cameras. Several tests were performed with the FLIR® A700 camera, comparing
the Atlas SDK, the Rest API, and the web interface of the camera, for the automated acquisition of
thermal images. The tests included focus control, camera calibration, and optical and thermal image
acquisition.

The focus control is essential because the equipment will be at different distances from the
camera. Therefore, it is necessary to use autofocus before capturing each image. Furthermore, it is
particularly important to often execute the camera calibration, a process performed through internal
sensors to compensate the thermal measurement of the camera based on its encapsulation
temperature.

In addition to the thermal images that contain the radiometric data of the devices, optical
images must be captured to so that the equipment be identified by a neural network.
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The thermal images are .jpg files that contain metadata in the EXIF format. EXIF is a
specification from JEITA (Japan Electronics and Information Technology Industries Association),
which defines how images of digital cameras are saved in files, including both the image and tags
with capture information. The Exiftool is a Python library that was chosen to be used to extract data
from the EXIF standard. It was the simpler solution found, and it is aligned with the project objective
of finding the temperature value in each pixel of the image. The essential metadata for the thermal
processing of the images of a FLIR® camera are shown in Table 1.

Table 1 — Essential metadata for the thermal image processing.
Metadata

RawThermallmage
Emissivity
Object Distance
Reflected Apparent Temperature
Atmospheric Temperature
IR Window Temperature
IR Window Transmission
Relative Humidity
Planck R1
Planck B
Planck F
Planck O
Planck R2
Atmospheric Trans Alphal
Atmospheric Trans Alpha2
Atmospheric Trans Betal
Atmospheric Trans Beta2
Atmospheric Trans X

2.1 Atlas SDK

Atlas SDK is a software development kit provided by FLIR® for the creation of applications
of thermal camera control. The SDK contains several libraries in the C# programming language,
which allow for actions as focus control, image and thermal data acquisitions, and even a post-
processing of the images. Atlas was elaborated to develop applications for .NET framework of
Microsoft, generally used in Windows operational systems. To use it with the Python programming
language, libraries like Python.NET, which is a package that allows for the integration of .NET
Common Language Runtime (CLR) and the Python language, must be employed. Furthermore, to
be integrated in Linux operational systems, Mono environment must be used, which provides
support to the .NET framework.

The SDK contains two main modules: Image, which is oriented to produce and process
thermal images; and Live, which is used to control remote cameras (FLIR, 2022). The Live module
presents a device class denominated Device, which contains several C# language classes to declare
different types of cameras, as illustrated in Figure 1.
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Device Camera

F Y

Device StreamingCamera|  |Device. ThermalCamera Device VideoOverlayCamera

.T.
| | |

Device DualStreamingThermalCamera | [Device ThermalGigabitCamera| |Device ThermalSpinnakerCamera

Figure 1 — Camera classes — Atlas SDK

2.2 Web Interface

The web interface of FLIR® A700 presents features like optical and thermal video streaming,
focus control, and image acquisition.

Selenium is a framework that allows for action automation in browsers, and it is generally
used to test web applications.

Using the selenium library of the programming language Python, it is possible to simulate the
actions of a user of the FLIR® A700 web interface and then capture image and control the camera
in an automated way.

2.3 Rest API

Rest API is an application programmable interface that works with HTTP request to send
commands to a thermal camera. The Hypertext Transfer Protocol (HTTP) is a communication
protocol used to transmit hypermedia documents. It is the base of any web data exchange, where
the recipient initiates the requests, in this case, the client that desires to command the FLIR® camera.
Actually, the FLIR® A700 web interface was constructed using the Rest API. In the HTTP header
body, beyond the camera IP, the commands to control focus and to capture images, for example, are
inserted.

With Rest API, it is possible to use the GET method of HTTP requests to capture thermal and
optical images of different resolutions. And with the POST method, it is possible to control the focus
and calibrate.

GET is a verb of the HTTP protocol and it is used just to receive data. The POST method,
otherwise, is used to send information or data to a resource, making it possible to change the state
of the resource. This way, the verb GET, unlike the POST method, does not present body in the
request.

To incorporate Rest APl with Python, the request library can be used, which allows to send
HTTP requests in a straightforward way (Requests: HTTP for Humans v2.28, 2022).

2.4 Communication technologies

4G is the acronym for the fourth generation of mobile telephony. This technology has made
significant advances in data transmission over previous generations. For example, with 4G, it is
possible to reproduce high-definition videos and make videoconference calls with high stability.
With a 4G modem, the 4G communication channel can be used not only to cell phones but also to
computers and other network devices, substituting the cable internet.

VPN is a Virtual Private Network that establishes a secure connection through data
cryptography. Through the VPN tunneling system, data can be sent and received only by the users
of this network. Furthermore, as it is built over the infrastructure of a public network, it is a cheap
privacy solution.

MikroTik is a router that has features for VPN, Proxy, Hotspots, Band control, QoS and
Firewall configuration. Actually, MikroTik is a Latvian company that develops network devices.
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Among these, there are the RouterBoard series devices, which use an operational system based on
Linux called MikroTik RouterOS with its own hardware line.

The data transmission system contains a local network that works with the IP protocol. Figure
2 shows the system equipment.

The local network uses a VPN to communicate with the remote server. To provide internet
access to the local network via VPN, the 4G technology was implemented. The access to the virtual
private network is granted by a MikroTik.

VPN tunneling > Q{ Remote server

O Electrical substation

Wi-Fi

Modem 4G access
point ATOD
c))
Mikrotik

- (LWi_Fi
MiniPC CCESE|  agy

point

O O

Figure 2 — Image transmission system architecture

3. Results and discussion

With the StreamingCamera class, contained in Atlas SDK, it is possible to perform optical
image acquisition. ThermalCamera and the other classes that inherit its features -
DualStreamingThermalCamera, ThermalGigabitCamera and ThermalSpinnakerCamera — made it
possible to capture thermal images, which contain thermal metadata. With VideoOverlayCamera
class, it is possible to capture the web interface streaming image. DualStreamingThermalCamera is
the most promising class, as it made it possible to capture both the thermal and the optical image,
which can be made in Python language using Python.NET library, as illustrated in the SysML
(Systems Modeling Language) activity diagram of Figure 3.

The thermal images collected by any of these classes contain all the essential metadata of
Table 1. However, although the images can be processed by FLIR® software programs, this does
not happen with the Exiftool due to an error in extracting the RawThermallmage metadata, a binary
file that contains information of each pixel temperature of the image. This error occurs due to an
incorrect value of a GPS flag: “ExifTool:Warning GPS pointer references previous ExiflFD
Directory.”
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cam=
DualStreamingThermalCamera()
device =
CameraDevicelnfo.Create("IP”)
l { cam.Connect{device) }
device. SelectedStreamingFormat]
= ImageFormat. Dual
-

cam.Thermal SaveSnapshot(”. ."thermal.jpg"j]

S
[ cam.Disconnect() l
é) cam.Visual SaveSnapshot(" /opt jpg") ]

Figure 3 — SysML activity diagram representing the image acquisiton via Atlas SDK.

The web interface, despite having all the essential metadata for the project, became unfeasible
as the only way to automate the image capture is by using libraries/modules of browser automation,
like Selenium Python. However, the application presented several problems, such as major time for
acquisition and inconsistency between interface versions. Each FLIR® A700 firmware version has
an interface with different features, making it necessary to update the solution via Selenium, so that
the system can run correctly.

Rest API made it possible to capture thermal image with resolution of 640x480, optical image
with resolution of 1280x960 and optical image with resolution of 2592x1944, which one provided
a major field of view. Also, it is possible to get an optical image with resolution of 640x480 which
field of view matches exactly with the thermal image one. To perform the thermal image acquisition
via Rest API using Python, the diagram illustrated in Figure 4 must be observed, where IP (Internet
Protocol) is the camera IP address and snap_name is the file name where the image will be saved.

After making the HTTP request, it is necessary to open the file with the open() method and to
save the content obtained with the write() method. The metadata of captured thermal images
acquired by this capture method have all the essential information of Table 1, and the file
RawThermallmage can be extracted by Exiftool with no problem.

?

snap=requests.gethttp:/I+IP+"fapifimage/current?
imgformat=JPEG")

|

filepath=0s.path.jein(".fsnapshot_path',’snap_name'+'j pg')‘

|

snapshotFile=open(filepath, whb") |

!

snapshotFile write(snap.content)

!

snapshoiFile.close() |

®

Figure 4 — SysML activity diagram of thermal image acquisition via Rest APl with Python
language.




A Python class was developed to control
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the camera via Rest API, which provides focus

control, camera calibration and thermal, optical, and high resolution optical image capture. The class

methods and properties are described in Figure 5

ATOO

+ |P: Sfring
+ snapshot_path: String
+ token: String

+ focus()
+ focus_read()
+ calibrate()

+ snapshot_IR(snap_name: String, timeout: int=2)

+ snapshot_opt{snap_name: String, timeout: int=1)

+ snapshot_opt_bigger(snap_name: String, timeout: ini=1)
+ snapshot(snap_name: Siring, snaps: ini=3)

Figure 5 — A700 Rest API class — methods and properties

The token property is responsible for authe
that use the POST method. This token must be
camera. The focus() and calibrate() methods are

ntication and is inserted in the header of functions
created in the web interface of the FLIR® A700
represented, respectively, in Figures 6 and 7. It is

possible to observe the use of the POST method with the requests library, where the data to be sent
is in the data parameter and the authentication token is in the header.

data="{\"autofocus\"trus}"

W

headers={"Content-Type":true,

w-api-key”

self token}

W

focus=request
IP+"fapifdevice/focus’,

5 posthttp '+
data headers=header)

®

Figure 6 — SysML activity diagram of focus() method to perform autofocus
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V'activel”; false}”

headers={"Content-Type".frue,
W-api-key ' self token}

|

requests.post’hitp/"+
|P+"fapifdevice/nuc’ data, headers=header)

[ data="{\"triggered\" frue, ]

Figure 7 — SysML activity diagram of calibrate() method to calibrate the camera

The snapshot() method captures thermal, optical, and high resolution optical images. In
addition, it solves possible connection problems that can delay the HTTP request dispatch and the
reply receipt, through a capture retry logic, as illustrated in Figure 8 by a SysML state machine
diagram. In this diagram, the rectangles with rounded corners represent states of the system. In each
state, entrance activities (entry/), state activities (do/), and exit activities (exit/) are performed. The
activities described in Python language are represented with “{Python}” in the beginning of the text.
Moreover, the arrows show the transition between states (Friedenthal et al, 2015).

Thermal image acquistion

entry / {Python; i=0
do/

{Python}

filepathi=self.snapshot_IR(snap_name timeout=i+2) .
i {Python} if =4
exit /

[ Corrupted images removal

entry / delete=False
{Python]
file1=0s path join{self snapshot_path.snap_name+"jpg’)
file2=0s path join(self snapshot_path.snap_name+_rgb jpg’)
file3=os path join(self snapshot_path.snap_name+_rgb_HD jog’)
filepath1 if 0s.path.exists(file1):
o5 remove(file1)
if 0s.path.exists(file2).
os.remove(file2
if 0s.path. Ex[\sls(f']\\eixj {Python f delete
0s.remove(file3)
delete=True

{Python} return [filepath 1]
5=

>

snaps>1 {Python}i=4

l

( Optical image acquisition
entry / {Python}i=0
do/
{Python]
filepath2=self.snapshot_opt(snap_name.timeout=i+1)
i+=1

exit/

{Python] return False

{Python}i=4

{Pythonjif fiepath2

snapseez {Python} return
[filepath1,filepath2]
snapss2

f High resolution optical image acquisition
entry / {Python}i=0
do/
{Pytnan}
filepath3=self. snapshot_opt_bigger(snap_name timeout=i=1)
i+=1
exit/

| {Python} return
(Python}if filepath! h
{Python}if flepa [filepath1 filepath2 filepath3]

Figure 8 — SysML state machine diagram of the snapshot() method.

Ok




| The Journal of Engineering and Exact Sciences — JCEC

Table 2 presents a comparison between the different types of image acquisition method
concerned about their main features.

Table 2- Comparison between image acquisition methods.

Acquisition . RawThermallmage Easy
Method Operational System (OS) extracted by Exiftool automation
Atlas SDK preferably Windows No Yes
Interface web Windows, Linux Yes No
Rest API Windows, Linux Yes Yes

In order to allow the free movement of the AGV, the data transmission of the thermal camera
to the industrial miniPC must be via Wi-Fi. All the devices of the dock communicate via Ethernet
protocol, as illustrated in Figure 2.

The miniPC is responsible for controlling all the system. Thus, it perform a HTTP request to
the thermal camera to capture an image. Then, this image is saved in a file in miniPC, as illustrated
in Figure 9.

MiniPC Mikrotik AP wifl ATOD

Send request to

Send request
thermal camera IP through Wi-Fi
T Perform image
capture

Save image in the Send image to
file miniPC IP

v

Request image
capture

Receive image |

S

through Wi-Fi |
MiniPC Mikrotik Modem 4G Remote server
Provide access fo
] VPN | l
Transfer images to
server ‘ Send images ‘ Receive images
Send images T

Figure 9 — Transmission system activity diagram.

When the miniPC requests the file transfer to the remote server, the MikroTik provides access
to VPN, and through the 4G channel the images are sent to the server.

The company that developed the AGV provided a Python API, which contains methods and
properties to control the position of the AGV, the position of the Pan-Tilt and to obtain several
statuses of the system. Integrating the FLIR® A700 Python class developed to control the thermal
camera with the AGV API, a script was developed to perform automated missions of image capture.
This script is represented in Figure 10 by a SysML state machine diagram.

First, the script connects to the database of the mission and obtains the stop points of the AGV
and positions of the Pan-Tilt to the mission with identifier mis_id. The Connect_database(mis_id)
activity returns a list called mission[]. A list in Python is a sequence of objects and can be modified
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through insertion or removal of items. In this case, the mission[] list is composed of several tuples.
A tuple in Python is also a sequence of objects, but it is immutable. Each tuple of mission[] list
represents an image acquisition position; therefore, it has three values: coordinate of the AGV stop
point (x), Pan-Tilt azimuth angle (azi), and Pail-Tilt elevation angle (ele).

After the creation of the mission[] list, the connection between the miniPC, where this script
Is running, with the AGV and the FLIR® A700 camera is initiated.

Then, the mission starts; the AGV moves to the first stop point described by the tuple with
index O in the mission list. When it arrives at the point, the Pan-Tilt is positioned, the camera
performs autofocus and the snapshot() method is called to capture thermal, optical, and high
resolution optical images. The AGV moves then to the stop point presented at the tuple of index 1.
If this point is the same as the last one, the AGV stays in the same coordinate. The Pan-Tilt is then
positioned according to the tuple values; autofocus and image acquisition are performed.

!

‘ Initialization

entry /

Connect_database(mis_id): mission][]
{Python}

import a700

import AGV

AGV.start(AGV_URL)
a700=A700(IF, snapshot_path)

{Python} a700.calibrate()==True

Mission

entry/
{Python}

previous_point=0
snap=1
i=0

AGV movement

entry /

{Python}

pos=mission[i]

if pos[0]l=previous_point
AGV.goToPos{pos[0])

do/

exit / previous_point=pos[0]

{Python}snap=previous_snap

. Images capture
{Python}AGV.in_pos==True
enfry /
do/
{Python}
AGV.movePanTil(pos[1],pos[2])
if(snap%10=0)

A700.calibrate() -

ATO0 focus()
AT00.snapshot('snap_name’)
snap++

exit/
{Python}
previous_snap=snap
i+

{Python} snap=len({mission)

Finalization

{Python}AGV status.state parked==True |

entry /
{Python}
AGV.park()

Figure 10 — SysML state machine diagram of an automated mission.

In the image capture state, for each 10 images captured, the camera is calibrated to ensure the
measurement precision of the thermal sensor during the capture of thermal data.

The described process repeats itself until all the mission acquisitions are performed. After the
conclusion, i.e., when the mission list length is smaller than the variable snap (image number), the
AGYV receives the command to park in the dock through the AVG.Park() method.
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4. Conclusion

In the beginning of this work, the ideal method to capture images should be found, and then
it would be implemented in a solution to perform automated thermal image acquisition missions.

Considering the thermal image processing, and due to its implementation simplicity in Python
language, in addition to the facility of integration in the automated system, the acquisition method
chosen was Rest API.

The development of the system was well concluded and, for future works, a practical user
interface to supervise the missions in real time may be developed.

Notwithstanding, the developed class in Python to command the FLIR® A700 camera can be
used in other applications where a custom solution of camera control and automated image
acquisition is necessary.
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